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Block Ciphers

e Encrypt a block of input to a block of output.
e Almost always the two blocks are of the same length.

e A block cipher is a concrete implementation of one way
permutations (to be discussed soon), with concrete block sizes.
Typically n = 64 (DES) or n = 128 (AES).

e Actual lengths of key and blocks may sometimes differ (slightly).
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Block Ciphers: Modes of Operation

e Different modes exist for encrypting plaintext longer than one
block.

e Simplest mode is to encrypt each plaintext block separately.

e This is known as ECB mode encryption (Electronic Code Book).

e Is there anything wrong with this mode?
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Block Ciphers: Modes of Operation

e If two plaintext blocks are equal, the corresponding ciphertext
blocks will also be equal.

e This may be undesirable in some circumstances.

e Two plausible approaches to prevent this phenomena are

(a) Randomization (e.g. random padding of plaintext blocks).
(b) Introducing state.

e Most existing modes employ state.
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Block Ciphers: CBC Mode Encryption

In CBC mode (Cipher Block Chaining), previous ciphertext is XORed
with current plaintext before encrypting current block.

An initialization vector, Sy, is used as a seed for the process. This
seed can be openly transmitted.

e State is last ciphertext.

e CBC is self synchronizing.
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Properties of CBC

e Asynchronous block/stream cipher.

e Errors in one ciphertext block propagate.

e Conceals plaintext patterns.

e Seems inherently sequential — no parallel implementation known.
e Plaintext cannot be easily manipulated.

e Standard in most systems: SSL, IPSec, etc.

e |t is proved that if £ is a pseudo random permutation, then
CBC is resistant to chosen plaintext attacks.
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Additional Mode: OFB

In OFB (Output FeedBack) mode, an initialization vector S is use as
a “seed’ for a sequence of psuedo random blocks 57, S5, .... Each S;
is XORed with the i-th plaintext block P; to produce the i-th

ciphertext block ;.
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Properties of OFB

e Synchronous block/stream cipher.

e Errors in one ciphertext block do not propagate.

e Conceals plaintext patterns.

e Seems inherently sequential — no parallel implementation known.

e |t is proved that if £ is a pseudo random permutation, then
OFB s resistant to chosen plaintext attacks.

e Can be batch preprocessed (on both ends).

Introduction to Modern Cryptography Benny Chor Block Ciphers: Modes of Operation DES and AES



Block Ciphers: Design Principles
Fairly simple building blocks, each implementing a keyed permutation.
These building blocks are iterated, possibly with different parts of
key, to generate a (hopefully) strong cipher, featuring
e Bit-shuffling (often called permutation boxes). Creates so called
confusion — making the relationship between the key and the
ciphertext as complex and involved as possible (Shannon, 1949).
e Simple non-linear functions (often called substitution boxes).
Creates so called diffusion — redundancy in the statistics of the
plaintext should be "dissipated” in the statistics of the
ciphertext.
e Key mixing: Linear (mod 2) mixing, by XORing “key schedule”
at beginning of each iteration.

Properties:
e High speed.
e Fixed block size (typically 64, 128, 256 bits).
e Ciphertext is a non-linear function of key and message bits.
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One Way Functions

A one way function is a polynomial time computable function
f:{0,1}" +— {0,1}" (on input of length n it produces an output of
length n), which satisfies: The output of f cannot be inverted in
polynomial time.

Further explanation on the board.

Remarks: For crypto application we often require that, in addition, f
is a permutation of {0,1}".
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PRGs and OW Functions

e Both PRGs and OW functions are central primitives in theory of

cryptography.

e Notice that if P=NP then neither PRGs nor OW functions exist
(why?).

e So the existence of both can only be conjectured until P vs. NP
is resolved.

e However there are good reasons to believe that both PRGs and
OW functions do exist.

e Furthermore, it was shown that PRGs exist iff OW functions
exist.

e The proof is too involved for our introductory course.

e We (implicitly) saw the relation of PRGs to stream ciphers, and
of OW keyed permutations to block ciphers.
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Feistel Networks: Important Building Block in DES

(From http://www.theamazingking.com/crypto-block.html)
Encryption (and decryption) is done by identical iterations, or rounds.
Here we consider the i-th round.

e The input to this round consists of the previous output,

P =1L; 1|R;—1, where L; 1, R; 1 are of the same length.

e R;=L; 1 (shifted, unchanged, to the right side of the output).
Ri=L;—1 f(Ri—1, K;), where K; is the key (portion) for
round <.

e f should be a keyed function that is at least mildly hard to
invert. It need not be a permutation.

e How is decryption done?
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Feistel Networks - Properties

e No matter which function is used as f, we obtain a permutation
(namely F is reversible even if f is not).

e The same code/circuit, with keys deployed in reverse order, can
be used for decryption.

e Important Theoretical Result: If f is a pseudo-random function

then four rounds of Feistel network yield a pseudo-random
permutation (Luby and Rackoff, 1988).

Introduction to Modern Cryptography Benny Chor Block Ciphers: Modes of Operation DES and AES



DES - Historic Note

The DES (data encryption standard) is a symmetric (private key)
block cipher, using 64 bit blocks and a 56 bit key. Has 16 round
Feistel network, where each round key is a 48 bit subset of the
complete key.

Developed at IBM, it was approved by the US goverment (in 1976)
as a standard. Size of key (56 bit) was apparently small enough to
allow the mighty NSA (US national security agency) to break it
exhaustively even back in 70s.

Throughput is 10Mb/sec in software, and 1Gb/sec in hardware (back
in 19911).

Criticized for unpublished design decisions (designers did not want to
disclose differential cryptanalysis, which they discovered).

In the 90s it became clear that DES is too weak for contemporary
hardware & algorithmics. (Best attack, Matsui linear attack, requires
only ~ 2*! known plaintext/ciphertext pairs.)
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AES - Historic Note

The US government NIST (national inst. of standards and
technology) announced a call for an advanced encryption standard in
1997.

This was an international open competition. Overall, nine proposals
were made and evaluated, and five were finalists. Out of those, a
proposal named Rijndael, by Daemen and Rijmen (two Belgians) was
chosen in February 2001.
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AES - Advanced Encryption Standard

e Symmetric block cipher.
o Key lengthes: 128, 192, or 256 bits.
e Approved US standard (2001).

e Resistant to all known attacks.
o \Very fast.

e Compact code.

e Simple (kind of).
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AES Encryption/Decryption: Carried out in Ten Rounds

Secret key (128 bits) input block
! (128 bits)

output block
, (128 bits)
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AES Specifications: State

e Input & output block length: 128 bits.

e State: 128 bits, arranged in a 4-by-4 matrix of bytes.

e Each byte is viewed as an element in GF(2%).

So,0 | So,1 | So02 | So0,3
S10 | S11 ] S12 | S1.3
S20 | S2,1 | S22 | 52,3
S30 | 93,1 | S32 | 933
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Rounds in AES

128 bits AES uses 10 rounds. These are not Feistel rounds.

e The secret key is expanded from 128 bits to 10 round keys, 128
bits each.

e Each round changes the state, then XORS the round key.

Each rounds complicates things a little. Overall it seems infeasible to
invert without the secret key (but easy given the key).
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AES Specifications: One Round
Transform the state by applying:
1. Substitution.
2. Shift rows.
3. Mix columns.
4. XOR round key

1) Substitution operates on every byte separately: S; ; « S;jl
(multiplicative inverse in GF(2%), which is highly non-linear).
If S; ; = 0, dont change it.

Clearly, the substitution is invertible.
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Cyclic Shift inside Rows

So0 | So1 | Soz | Sos (no Shift)

S131S10] 511 ] Si2 (Shift one pOSitiOn)
shift two positions)
shift three positions)

1|
(

Clearly, the shift is invertible.
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Mix Columns

MixCol maps the state to a new one.
It multiplies each column of state by the polynomial ¢(x)
mod z* + 1, where ¢(z) = 0x03 - 3 + 0x01 - 2% + 0x01 - x + 0x02.

Specifically, for the first column,

Soo - x>+ 87 2%+ Sy gz + S5y = (0x03 - 2* + 0x01 - 2% + 0x01 -
x4+ OXOQ) . (80’01’3 + Sl,O Sz 5270 ST+ 5370) mod z* + 1.

The inverse operation is InvMixCol: It multiplies each column of

state by the polynomial d(x) mod z* + 1, where
d(x) = 0x0b - 2% + 0x0d - 22 4 0x09 - = + 0x0Oe.
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Mix Columns — Clarifications

Comment: All these coefficients from ¢(x) and d(x) (0x03, 0x01,
0x02, 0x0b, 0x0d,0x09, 0x0e) are hexadecimal constants from
GF(28) (which are low degree polynomials, e.g. 0x0Oe in hex is 14 in
decimal, 1110 in binary, and x® + x? + x as a polynomial).

Comment 2: These ¢(x) and d(x) correspond to the first (left most)
column. The other columns have different but similar
coefficients/polynomials. See next slide.
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Mix Columns, the Movie

[FTJR——
- = hd
-k W =
(ST

Soa | S0 | S0z | Soa
Si0] 511 | 512 | S12
520 | 521 | 522 | 523
S30] 531 | 532 | 532

520 | 520 | S22 | S22

530 | 531 | 53,2 | Sa3

(taken from a presentation by William Stallings, drawing by Lawrie Brown)
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More AES
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e Expanding key to round keys is not too complicated either, but
is not discussed here.

e Round key bits are xored with the state, to produce new state
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(figure from Wikipedia). selsm=rt:

e See original document at www.daimi.au.dk/~ivan/rijndael.pdf.
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AES, Famous Last Words

e AES comes in 3 flavors:

e 128 bits key, 10 rounds (most common).
e 192 bits key, 12 rounds.
e 156 bits key, 14 rounds.

e The NSA certified the use of 128 bit AES for Secret documents,
and both 192 bit and 256 bit AES for Top Secret.

e Attacks against 2 rounds AES are known.

e Attack against 6 round 128 bits AES using 6 - 232 chosen
plaintexts and 2% encryption operations. (Ferguson et al.,
2000).

e But for full, 10 round 128 bit key AES, this is considered
infeasible and breaking AES efficiently an open problem.
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